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Web Security Technologien und Lösungen



Malware-Trends

• Verbreitung über infizierte Websites

• Scareware

• Zusammenarbeit von Spammern und

Malware-Autoren

-> Gemischte Bedrohungen

• Malware auf Mobilgeräten, Mac,

anderen Plattformen
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Malware-Trends

Quelle: Heise Online



Mehrstufige Ansätze werden gefordert

on Best Practices for web filtering•

Your solution should include broader, more coordinated defenses:
• Malware detection is a priority for zero day protection
• Solutions must be real-time
• Embrace security suites and platformsEmbrace security suites and platforms

on Best Practices for secure web gateways•

Key criteria:
• URL Filtering with emphasis on risk categorization of uncategorized sites
• Malware Filtering with emphasis on non-signature based techniques
• Application/Protocol Control
• Manageability/Scalability that minimizes administration overhead
• Delivery models with proxy-based appliances being the favored approach



Multi-Layered Defense

URL + Reputation Filter

Productivity Management
& Compliance

Proactively block known threats

Essential 3-Stage Layered Protection

Real-time Malware Scanner

Heuristic behavioural analysis

Preventive protection from
zero-day and fast moving
threats

Content/Protocol Filter

Control potentially unwanted applications to reduce risk

HTTP/HTTPS Scanning

DLP



Sofort einsatzbereit

Intuitive Bedienung  !3 clicks to anywhere"

Minimaler Administrationsaufwand

!Managed Appliance"

Sophos Web Appliances

Managed Appliance

Zentrales Management, Logging und Reporting



SOPHOSSOPHOS

Endpoint Security and Control 9 Preview



Umfassende security and control Lösungen

WebAlert
ZombieAlert



Neuheiten in Endpoint Security and Control 9

• Voll integrierte Data Loss Prevention Funktionalitäten

• Feingranulare Kontrolle der Anbindung von externen

Speichermedien und Drahtlosverbindungen

• Rollenbasiertes Management• Rollenbasiertes Management

• Umfangreiches, gruppenbasiertes Reporting

• Single Agent für Endpoint Protection, Firewall und DLP

• Voll integrierter Sophos Update Manager

• Java-basierter NAC Agent

• NAC-Agent überprüft Festplattenverschlüsselung



Fragen  


